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Organizational Structure
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Mission and Vision
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Mission
Continually deliver relevant Defensive Cyber Capability

Vision
Create a trusted, world class team that delivers dominant Defensive Cyber Operations capability 

What we do:
• The Army’s focal point for Defensive 

Cyber Operation material solutions
• Pursue the best in innovation through 

rapid and agile acquisition processes
• Maximize stakeholder collaboration 

throughout program lifecycle

The magnitude:
• 7 ACAT IV Programs of Record
• Support to:

• 20 Active Duty
• 11 U.S. Army National Guard (ARNG) 
• 10 U.S. Army Reserve (USAR) Cyber 

Protection Teams

DCO must leverage industry partnerships and expertise to accomplish its mission 



Army Leader Decisions Regarding DCO
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“Request Support from 
ASA(ALT) to implement 

Agile and Rapid Acquisition 
Strategy” – GEN James 

McConville, Army Vice Chief of Staff 

IT Box process 
quickly provides 

flexible 
requirements 

Requirements 
Oversight delegated 

to AROC Review 
Board (ARB) Tailored, agile 

acquisition methods 
applied to keep 

pace with emerging 
threats

“Encourage PEO EIS…to 
consider further MDA 

delegation to the O-6 level” 
– Mr. Jeffery White, Principal Deputy

Assistant Secretary of the Army 
(Acquisition, Logistics & Technology)

Milestone Decision 
Authority delegated 

to lowest 
responsible level 



DCO Evolutionary Acquisition 
A New Paradigm to Deliver Dominate Cyber Capability at the Speed of 
Relevance
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Rapid
*COBRA OTA

The TOOL

Collaboration Absolutely Necessary
Provide Cyber Soldiers the tools, innovation and solutions to ensure they are ready to fight tonight against an unseen threat

• Rapid and agile acquisition solutions

• Close capability gaps 

• Providing collaboration and synchronization 
opportunity to the enterprise

• Leveraging industry and academia expertise 

• Continuously innovate

• Collocate contracting, test, industry, academia, user and 
materiel developer in single location

Forge Armory

Programs of 
Record

Innovative
*Forge

The LOCATION

Integrated
*7 Programs for User

The WHY

Sustained
*Armory
The HOW

Emerging Threats

OTA



What is Defensive Cyber Operations
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 Tools
 Mission Planning (DCOMP)
 Forensics and Malware (FM&A)
 User Activity Monitoring (UAM)
 Threat Emulation
 Counter Infiltration
 Advanced Sensors

 Deployable DCO System (DDS) 

 Cyber Analytics (CA)

Operational Environment: 
Posts/Camps/Stations 
Worldwide

DCOMPCA/UAM

Tools/
FM&A

GDP/
DDS

 Program of Record
 Pending Requirement

 Garrison DCO System (GDP)

Rapid Innovative Integrated Sustained



DCO Contract Solutions
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PROTOTYPING INTEGRATION PRODUCTION
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OTA Agreement
• Non-FAR-Based Other Transaction 

Authorities (OTA) Agreement, 2016 NDAA 
Section 815

• PM DCO will utilize COBRA OTA
• OTA completed prototypes will feed 

Integration and Production contract 
vehicles

Multiple Award IDIQs
• FAR-based multiple-award IDIQ
• Full and Open Competition for initial IDIQ 

award pool of vendors
• Vendor pool includes periodic on-ramps
• Fair Opportunity competition on task orders 
• Base period is 3 years with 2 one-year 

options

Production BPAs
• FAR-Based multiple award BPAs per FAR 

13.303-2(c)(1)
• Vendor pool includes periodic on-ramps 

(OTA performance)
• All individual production requirements will 

be competed among all BPA holders
• Individual BPA Calls will not exceed $13M 

each IAW FAR 13.500(c) Class Deviation 
2018-O0018

*May award Production OTAs as 
bridging strategy

In Development:
- Tools

In Selection: 
- Services (Eagle Shield)

IDIQ timeline: 18-24 months



Recent Activity and Accomplishments
• Exercised option for additional licensing of Endgame software

• Identifies unusual activity, remediates and retains activity, and isolates defective devices
• COBRA OTA Award for Advanced Sensors/Deployable DCO System (DDS) Modular prototype 

• Will inform solutions for DDS Program of Record

Industry Opportunities on the Horizon
• Network mapping
• High Speed Data Transport Software
• Advanced Cyber Sensor Software
• User Activity Monitoring
• Threat Emulation Software
• Counter Infiltration Tools
• Cyber Intel Tools
• SCADA
• Advanced Sensors/DDS Modular transition from prototype to POR

Role of Industry
• Leveraging industry expertise in the latest technology, identification of capability gaps, and continuous innovation
• A critical partner in ensuring Army cyber warfighters and capability to stay ahead of the ever evolving cyber threat

Industry Opportunities
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Product Manager
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DCO Cyber Platform Systems

DCOMPCA/UAM

Tools/
FM&A

GDP/
DDS

Rapid Innovative Integrated Sustained

Knowledge Corner

• DDS RFP: Awaiting DDS Modular 
Findings

• Added Advanced Sensor 
Hardware

• DDS Modular Awarded
• Accessory Garage (working 

requirement)
• GDP RFP: Awaiting GEM pilot

• Procured Hardware
• Cloud GDP (Millennium 

Transport)
• Tools: Concentrating on BPA and new 

capabilities on OTA (Coliseum)

Program Status Remarks
DDS Modular Awarded

GDP Bridging Hardware awarded

GEM Pilot 3 Phased Plan

Tool Suite 1 Extending and Divesting

Tool Suite 2 Coliseum (AFCEA Belvoir)

Tool Suite 3 Coliseum (AFCEA Technet)

F&MA Researching Hardware for FY20

Upcoming CPS 
Innovation:

1. 1st Labyrinth (May)
2. Tools BPA (May)
3. Constellation Standup 

(June)
4. Project Millennium 

Transport (June)
5. Tools Library (June) 
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Cyber Analytics and Detection

DCOMPCA/UAM

Tools/
FM&A

GDP/
DDS

Rapid Innovative Integrated Sustained

Knowledge Corner

• DCOMP:
• Force Management
• Battlespace 
• Senior Leader Dashboard
• Advanced Reporting
• Geospatial Data Gathering

• Cyberspace Analytics:
• Big Data Platform
• Distributed Query
• Data Discovery Model
• White List/Black List
• Indicator Correlation Visualization
• Cyber Indicator Threat
• Army Cyber Analyst Dashboard

Program Status Remarks
Defensive Cyber Operations 

Mission Planning 
Awarded

Cyberspace Analytics Awarded Upcoming CAD 
Innovation:

1. Threat Emulation 
Prototype

2. User Activity Monitoring 
Prototype

Long Term Vendor Opportunities
1. Establish Threat Emulation as a Program of Record
2. DCOMP Re-compete
3. Cyber Analytics Re-compete
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Applied Cyber Technologies

DCOMPCA/UAM

Tools/
FM&A

GDP/
DDS

Rapid Innovative Integrated Sustained

Knowledge Corner

• SOSSEC Industry Open House 19 Mar 
19

• COBRA Opportunities Upcoming for 
CPS and CAD

• DCO Transportable Shelter (Mobile 
Armory Deliveries In Work

• Connections to Fort Gordon and Fort 
Belvoir Efforts in Work

Program Status Remarks
Forge Grand Opening/Ribbon Cutting Apr 19

Armory Working Connections 

Omni In Development

Mission Networks In Development

Future Opportunities
• Cross Domain Solution
• Collaboration Tools
• Testing Software
• Engagement Software
• Network Bandwidth 

Monitoring and 
Management

• Out of Band capabilities
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Transformational Occasions
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Acquisition Innovation

Lessons Learned



General Thoughts
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Will Continue
─ COBRA OTA
─ Software procurement on SEWP
─ Hardware procurement on ITES 
─ Deliver capabilities to Armory vs Unit
─ Innovative Acquisition (multi-stage proposals)

Needs Improvement
─ Forecasting (too Add-hoc)
─ Greater competition on pricing for hardware and 

software
─ Collaboration
─ Training
─ Tool transition
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